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What's MFA?
MFA is an additional layer of security that’s added to the login process. It relies on two forms of

authentication: something you know (your password), and something you have with you (a mobile
device).

Why's it changing?

MFA is changing as part of our commitment to protecting member and employer accounts.

What are the changes to MFA?

* Allemployers will need to use MFA when they access the Employer Portal

* You'll no longer be able to use email as a method of authentication, you’ll need to use either an
authenticator app or SMS text.

When are the changes being introduced?

All employers will need to use MFA to access the Employer Portal from Thursday 2 July 2026.

What will | need to do from 2 July?

What you need to do will depend on your circumstances.

I’'m currently using MFA and SMS or an authenticator app

There's nothing you need to do.

I’'m currently using MFA and email is my method of authentication

When you log into the Employer Portal, you'll be asked to enter your password and pre-MFA PIN, as well
as create a security question. Please follow the on-screen instructions.

If you can’t remember your previous login details and haven’t logged in for 90 days, please use the User
reset online form. If it's been more than 90 days, you'll need to email us or call our Employer Support
team on 0345 3003756.

You'll also be asked to set up your MFA method using either SMS or an authenticator app. If you choose
SMS, you'll be sent a one-time passcode via that method which will expire in 15 minutes. If you choose an
app. this will give you a six-digit code which will regenerate every 30 seconds.
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The next time you log in you won't be asked for your PIN, but instead the one-time passcode or six-digit
code, depending on your preferred MFA method.

If you're considering using SMS text, we'd encourage you to update your contact details to include your
mobile number now. Without this, the SMS text option won't be available.

I'm currently not using MFA

When you log into the Employer Portal, you’ll be asked to enter your password and PIN, as well as create
a security question. Please follow the on-screen instructions. You'll also be asked to set up your MFA
method using either SMS or an authenticator app. If you choose SMS, you’ll be sent a one-time passcode
via that method which will expire in 15 minutes. If you choose an app, this will give you a six-digit code
which will regenerate every 30 seconds.

The next time you log in you won't be asked for your PIN, but instead the one-time passcode or six-digit
code, depending on your preferred MFA method. If you're considering using SMS text, we'd encourage
you to update your contact details to include your mobile number now. Without this, the SMS text option
won’t be available.

What if | haven’t used the Employer Portal in the last 104 days?

If you've not logged into the Employer Portal in the last 104 days, before changing your MFA
method, you'll need to reactivate your account. Simply complete the delegation form and send it to
epregistrations@teacherspensions.co.uk. We'll email you a link to reset your password.

When completing the form, please include a mobile number if you're considering using SMS text as your
authentication method. We can only accept UK mobile numbers and can’t accept a landline.
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