


Understanding
Multi Factor Authentication

Your online account is now secured by Multi-Factor Authentication, or MFA. MFA
is a way of confirming your identity, making your account safer and much harder
to access by anyone other than you. You'll be asked to set up MFA as part of the
security process next time you log in.

Our MFA relies on you providing two forms of authentication, something you
know, which is your password, and something you're sent, such as a code to your
mobile device or email account.

You'll have the option to choose how to authenticate, either by Authenticator
App, email, or SMS. By using these factors together, MFA security is created and
your account secured. After setup, you'll find logging into your account quicker,
easier, and safer. To find out more about MFA, visit our FAQs.
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Can‘t remember which email
address you registered with?
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If you can’t remember your login email or you no longer
have access to it, go to our website and click on 'Forgotten
your email address?’ You'll then be asked to provide some

personal details.

We always recommend you use a personal rather than
work email as this will make it easier to keep track of

your pension if you move establishments throughout

your career.
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Can‘t remember which email
address you registered with?
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Once you've provided your details you'll receive a
confirmation email through to your registered email
address. You can then log in as normal using your
email, password, and PIN or passcode. If you can't see
the email, please check your junk mail.

If you don’t have access to the email address you
used to register with, please contact us via secure
chat or telephone.
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Forgotten your password?

If you've forgotten your password you'll need to reset your details.

If you believe your account is locked you will need to contact us via secure chat or by telephone.

Reset with MFA
01

To reset your details, visit our
website and click on Forgotten
your login details. You'll then be
asked to complete a short captcha — a——_____%]
process, enter th.e email address e
you registered with, and answer
your security question. s

User reset

Eezer Your Login Dewails

Log in to My Pension Online
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Reset with MFA
02

If you have MFA set up, you’ll be sent a link to reset your
password. The link can only be used once within 15 minutes,
after which it'll expire.

Copy the link in the password reset email and enter a new
password you've not used before which meets the following
criteria: A minimum of 8 characters, at least one capital letter,
one number and one special character.

Once you get to the thank you page, please close the window.
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Reset without MFA
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If you don't have MFA set up, you'll be sent two separate
emails with a link to reset your password and PIN. If you can't
see the emails, please check your junk mail.

If you don't appear to have received the emails please
save the below emails to your 'safe senders’ and try
resetting again.

ja ¥
i

o Nl MY

PIN/Password resets

Noreply-wbfcase@teacherspensions.co.uk .
MFA emails My Pension Online (MPO) PIN reset
Auto-email@teacherspensions.co.uk Hellc Gy
et b e e L A e D, e e RN
T o bspbrwr this wamnt you plewse cordant
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Reset without MFA
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Click on the link in the password reset email
and enter a brand-new password you've not
used before which meets the following criteria:
A minimum of 8 characters, at least one capital

letter, one number and one special character. Change PIN

Yiou have recently reset your PIN, please enter a new one tg
continwe uing this website.

PIN Deails
Once you get to the thank you page, please close

the WindOW. I Lhurage s FIH. complete U tuee h.-.l. | |
Next, click on the link in the PIN reset email and P

enter a brand new six-digit PIN. You must change TSR

the temporary PIN before you log out or your S IV% ihroaghy S0viad yium Go1Y ntar & PN ERO You've vty e

account may be locked, even if you set up MFA. N 1 [ Resirad) v

Once you get to the thank you page, please close SRR e 4

the window. e
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Setting up MFA after resetting your
password and PIN
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Go to the Log in page.

Enter your email address and !::g L !;?:g n
password, then click next. You'll

now be asked for specific characters Vo arat noeves ) Your Pin

from the PIN which you just created. e - -

Please enter the requested digits in =] = srd gt

the form, then click Log In. Pargotien pous sl sddrent’ L O

Farpatnan Feasr lpa. detsiinf _. m
1080 P TR S O OO} Rave B LOsn, O Can et .

| lenavey mry details bat | can't Log In¥

What do I do if | o longer have acoess (o an email
address?
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Setting up MFA after resetting your
password and PIN
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You'll now have arrived at a page to
set up MFA. You'll be asked to select

Login Login

: ' 0 Step 3 Step &
which method you'd prefer, either
Email, SMS or an Authenticator App. =  Multi Factor Authentication (MFA) Select your Multi Factor Authentication
Please select which one you wish to method
. Flama snable Hulti Faster duifeabcrbion. Thin =i replece ithe PN you Wall sord one-tlme pasicodes 1o your choden method
Use, then Cl.ICk Ne)(t. warrasaly v n big e Vi aky havs vl 0 thie G SRS Below, we recommand the Authenticatar App far the

Mighast level of stdount prodedtbon
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i

=
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Setting up MFA after resetting your
password and PIN
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You'll now be sent a one-time Lng -
passcode to the method selected. s

Enter this to proceed. The passcode
will only remain valid for 15 minutes. We've sent you 3 passcode
e SETIL & ONE-CIME PAs S0 1O VORI Ml Mlease enie

E BeikLorare

|
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Setting up MFA after resetting your
password and PIN
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If you've been issued a temporary PIN please ensure k
you still change this before you log out even after Log in
setting up MFA.

Step 7
When you next log in you’ll only need to enter your

email address and password and the one time passcode
which will be sent to you when you log in.

If you have issues moving from your PIN log in to MFA, You will be prompted to enter a one time password each

. time you login. You can also choose to remember your
please contact us via secure chat or telephone. Rice foe  hoies

You're all setup
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Still struggling
to log in?
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If you continue to have issues, please make sure you
checked for additional spaces in the log in name, password,
passcode or PIN. This is important when using saved
passwords which auto populate the fields. We'd recommend
manually entering the details and performing an additional
reset if the problem persists.

If you're still using a PIN rather than MFA or have recently
done a PIN reset while setting up MFA and your PIN reset has
expired (after 24 hours) please contact us via web chat or
telephone if you're unable to log in.
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Still struggling
to log in?
02

If your new password/PIN/passcode hasn’t come through, please check
your junk mail, and ensure you have the below emails saved as ‘'safe’.

PIN/Password resets
Noreply-wbfcase@teacherspensions.co.uk

MFA emails
Auto-email@teacherspensions.co.uk

If you've any issues with the reset link please copy and paste it into
your browser rather than clicking it. To do this highlight the link,

right click and select copy, then in the browser address bar on the site,
place the cursor and right click paste.
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The best way for members to contact us is through our
secure member area My Pension Online.

Call us:
0345 6066166 (UK)

Write to us:
Teachers’ Pensions
11b Lingfield Point
Darlington
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Message us:
Secure web messaging

Open 24 hours day, responses will be sent
Monday - Friday, 9:00am to 4:20pm (excluding

bank holidays)
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