


Using an Authenticator App for
Multi Factor Authentication (MFA)

This guide helps users understand how Authenticator

Apps work. We don't endorse, recommend or provide
support for any specific Authenticator App. You can use any
Authenticator App that generates temporary codes based

on time-based one-time passwords (TOTP). There are lots of
free and paid for Authenticator Apps to choose from. Widely
used options include Google Authenticator, Microsoft
Authenticator, and Authy.

You may also be able to use SMS via your device (UK only).
Please see our MFA FAQs for more information.
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https://www.teacherspensions.co.uk/members/faqs/my-pension-online/mfa.aspx

What's an Authenticator App?

An Authenticator App is an app that generates a one-time
security code every 30 seconds to help verify your identity
when you log in. The code changes regularly and provides an
extra layer of protection for your account.

Tips for using

Authenticator Apps * * * *

« We highly recommend that users set up
a PIN or biometric requirement on their
mobile device

» Store any backup or recovery codes safely
in case you lose access to your device

» Check whether your App offers backup or
cloud-sync features before changing phones

* You can usually store multiple accounts in one
Authenticator App, making it easier to manage
your security codes.
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How to install an Authenticator App

Different Apps offer different features. Please review the features of each App before deciding which one to use
(for example, are you using the App via Mobile or Desktop?)

Avallable for Available Support for downloading

Microsoft Authenticator (i0S, Android) g I . Mi E : I .
. . . How to download Google How to add a TOTP code to

Google Authenticator \ (i0S, Android) x Authenticator Google Authenticator
Authy W (oS, Android) X How to download Authy flowto add a TOTE code to
2FAS N (i0S, Android) x How to download 2FAS Ww

. . (i0S, Android, . How TOTP
Bitwarden Authenticator \ Microsoft Store) \ How wn itWarden BitWarden
Proton Authenticator \ (i0S, Android) \ How to download Proton Ww
Aegis Authenticator \ (Android Only) x wn Aegi N/A
KeePassXC \ (Microsoft Store) \ How to download KeePassXC WM

i How to download 2FAGuard

2FAGuard N (Microsoft Store) N 2F N/A
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https://support.microsoft.com/en-us/authenticator/download-microsoft-authenticator
https://support.microsoft.com/en-us/authenticator/download-microsoft-authenticator
https://support.microsoft.com/en-us/authenticator/how-to-add-your-accounts-to-microsoft-authenticator
https://support.microsoft.com/en-us/authenticator/how-to-add-your-accounts-to-microsoft-authenticator
https://support.google.com/accounts/answer/1066447
https://support.google.com/accounts/answer/1066447
https://support.google.com/accounts/answer/1066447
https://support.google.com/accounts/answer/1066447
https://help.twilio.com/articles/19753637085467-How-to-Download-and-Install-Authy-Apps
https://help.twilio.com/articles/19753413823643-Add-a-New-Two-Factor-Authentication-2FA-Account-Token-in-the-Authy-App
https://help.twilio.com/articles/19753413823643-Add-a-New-Two-Factor-Authentication-2FA-Account-Token-in-the-Authy-App
https://2fas.com/help-center/
https://2fas.com/support/2fas-auth-mobile-app/2fas-auth-app-tutorial/
https://2fas.com/support/2fas-auth-mobile-app/2fas-auth-app-tutorial/
https://bitwarden.com/help/bitwarden-authenticator/
https://bitwarden.com/help/integrated-authenticator/#generate-totp-codes
https://bitwarden.com/help/integrated-authenticator/#generate-totp-codes
https://proton.me/authenticator
https://proton.me/support/pass-2fa
https://proton.me/support/pass-2fa
https://play.google.com/store/apps/details?id=com.beemdevelopment.aegis
https://keepassxc.org/download/#windows
https://keepassxc.org/docs/KeePassXC_UserGuide#_adding_totp_to_an_entry
https://keepassxc.org/docs/KeePassXC_UserGuide#_adding_totp_to_an_entry
https://2faguard.app/en

A step-by-step process

Step 1:

Choose an
Authenticator
App

Select an Authenticator

App from your device's
app store.

Step 2:

Download and
install the app

1. Open the App Store
(iPhone) or Google
Play Store (Android)

2. Search for your
chosen Authenticator

App

3. Select Install or Get

4. Open the App once
installation is

complete.

Step 3:

Start MFA
setup

When setting up MFA
on your account:

1. Signin to the Portal

2. Follow the
instructions to set up
an Authenticator App

3. AQR code or setup

key will be displayed.

Step 4:

Link the App to
your account

1. Open your
Authenticator App

2. Select Add account,
Scan QR code, or a
similar option

3. Scan the QR code
displayed on screen,
or enter the setup key
manually if available

4. The app will then
generate a

verification code.

Step 5:

Complete the
setup

1. Enter the verification
code into the Portal

2. Follow any
remaining on-screen
instructions

3. MFA will then be
enabled for your

account.
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The easiest way to contact us is via My Pension Online and to explore our If you're having difficulties setting up MFA for

website for any queries you may have. your Teachers’ Pensions account, please visit
our or download our .
Visit us at: We can help with the MFA setup process, but
W, herspensions. co.uk we're unable to provide support for individual
third-party Authenticator Apps or devices.
If you can’t find what you need on our website our Contact Centre is available We don’t endorse or recommend any specific
from 8:30am to 6:00pm, Monday to Friday. To try and reduce any call waiting Authenticator Apps.

time please be aware that Mondays and Fridays are our busiest days. If you
need to get in touch with us by phone, we advise Tuesday to Thursday.

Message us on: Write to us at: We also have a range of
Secure web messaging Teachers’ Pensions,

Open 24 hours day, responses will 11b Lingfield Point,

be sent Monday - Friday, 9:00am to Darlington, DL1 1AX

4:20pm (excluding bank holidays)

Call us on:

0345 6066 166 (UK)
+44 1227 213243 (International)
Monday-Friday, 8.30am-6.00pm
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https://www.teacherspensions.co.uk/members/videos.aspx
http://www.teacherspensions.co.uk
https://www.teacherspensions.co.uk/members/faqs/my-pension-online/mfa.aspx
https://www.teacherspensions.co.uk/-/media/documents/member/guides/miscellaneous/tp2417st12107mfa-password-guidev06.ashx?rev=4a2668f5b883418b9acadad03ede6a23&hash=0C328BC19A53555C38EFE866E6A7BE0C

